Ilpunoxenue

Pexomenjauuu as nereii no au4Hoii GesonacHocTn u NpoduIaKTHKe
nonajaHus B MOLIEHHHYECKHE cxeMbl B ceTH UnuTepHeT

UToObl He cTaTh KEPTBOH MONIEHHHKOB HJIM JPYTHX NpECTYIUIEHHH B ceTH
HuTepHeT, He CTATh YYACTHHKOM KAKHX-JIH0O COMHHTEABHBIX MaXHHAIHI
NOAPOCTKaM Heo0OX01uMO co0JII0JaTh HEKOTOPbIe MPAaBH/Ia 6e30NacHOCTH:

1) He 100aBisTh HE3HAKOMBIX B3POC/IBIX B APY3bs

YacTo MOIIEHHHKH 3aBOJAT B COLMANBHBIX CETAX CTPAHHYKH CBEPCTHHKOBY,
N00aBIAOTCA B APY3bA M BCTYNAIOT B MEPENHCKY ¢ ACTbMH. Thl MOXEIlb AyMaTh,
4T0 OOIaelbcs ¢ CUMIATUYHON AEBOYKON, U MOYKELIb paccKas3arh, Kako y Teds
KOMITBIOTEP M CKOJIBKO MX BOOOIIE, KOTa POJUTEIH IIPUXOJAT ¢ paboThl U MHOTO€
npyroe. I[Tomun, 4o 3a ¢ororpadmueii Ha aBaTapke MOXKET CKPHIBATHCS MOLIEHHHK,
H, €CIIM OH Y3HaeT, KOorja poauTenei He Oy1eT noMa, U3 KBapTHUPhI MOr'yT NIPONacThb
[IEHHBIE BEIIM WM TIPOHU30HTH JApyrue HENPHUATHOCTH. MOIICHHHKH YacTo
CKPBIBAIOTCS TIOJ MAacKOH MHTEPeCHBIX CODecelHHKOB Ha (opyMax M B Ipymmax
B couceTsx. OHM 3aBOJST C MOJPOCTKOM BUPTYIbHYIO Npyk0y Ha mo4se OOIMIMX
MHTEPECOB M BTHUpAIOTCS B AoBepHe paau Oymymieil Beiroasl. Korza KOHTaxT
HAJTaXXUBAETCS, OHM BBIIYMBIBAIOT DPa3IW4Hble TPEUIOTH, YTOOBI MOIYYHTh
HeobxomuMyro UM uH(opMmanmo. Hanpumep, MomieHHHKHM npocsT pebeHka
npucaath Gpororpaduu 6aHKOBCKUX KapT MM IIaCIIOPTOB POAMTENEH. DTHX IaHHBIX
MOJKET OKa3aThCs JOCTATOYHO, YTOOBI YKpPAacTh JIEHBIH CO CYeTa MIH O(QOPMHTEH
KPEJUT Ha 4y>K0e UMs.

2) He coobmaTe Ju4uHYyI0 HHOPMALHIO

Hukor/a 1 Hy NpH KakuxX 00CTOATENBCTBAX HeNb3s coo01aTh MHPOPMALHIO
nuuHoro xapakrepa. K mepcoHanbHeIM OaHHBIM oTHocutes: ®.M.O., npata
pOXICHHMS, NOMAIIHUA ajpec, Homepa TeledoHa, 6aHKOBCKUX KapTOYEK, MapoIH.
D1y uHGOpPMAIMIO HENb3s HUKOMY coo0IIaTh B NEpENUCcKax, KOMMEHTapHsiX,
ounaitg-urpax. Eciu y Te0st B ceTH KTO-TO MONPOCUT HOMep TesnedoHa MM ajpec,
CHayana Hy»XHO OTBETHTE: «Crpoury paspeuienus y poautenei». O6b4HO mocine
TaKOTo COOOIIEeHUsI MOLUICHHUKH HCYE3aloT.

3) He ckauyuBaTh NPOrpamMmbl ¢ COMHHTEIBHBIX CAHTOB

JUist 3arpy3KH NIPUIoKeHHI HeoOX0MMO HCIoNk30BaTh ToNbKo Google Play
uma App Store. Ecnu ckauaTh nporpamMMy C INepBOro INONaBLIErocs pecypea, TO
MOKHO JIETKO [MOHMaTh BHPYC, H3-32 KOTOPOTO HE TOJBKO MOXET BBIHTH U3 CTPOS
KOMIIbIOTED, HOYTOYK, TUIAHIIIeT WK Tee(OoH, HO M B pyKax Yy 3J0YMBIIICHHUKOB
OKaXXyTCsl HOMepa OaHKOBCKUX KapT POJMTENEH.

4) He nepexoaHTh 110 NOJ03PHTEIbHBIM CCHLIIKAM

Henp3s HakuMaTh Ha TMOJIO3PHTENBHBIE CCBIIKH, KOTOPBIE MPHUXOIAT IIO
3JIEKTPOHHOM TouTe WiH B coobmenusx. Hampumep: «Tvl cran obnagarenem
Hosoro iPhone — nepexoau o ccelike, 4ToOk! 3a0path ero». Tebe nyyie 3HaTH,
YTO TaKHE COOOLIEHHS OTMPABISIOT MOLIEHHUKH M IIPH IEpexojie MO0 CChUIKE Ha
KOMITBIOTEP MJIA CMapT(HOH MONaJET ONacHbId BUPYC.



S) Hwuuero ne onsiauuBath B UnTepHere

B MOOHIBLHBIX NPUNOKEHUSIX M UIpaxX eCTh IUIATHBIA KOHTEHT. Urpokos
3aMaHUBAIOT HU3KMMH LEHAMH H «YHHK&IbHBIMH akuusamu». M He crouT
3a0/1y)KOaThCsl, B IIOAZOOHBIC JIOBYLIKH MOTYT [IONAcTh HE TOJNBKO JIETH,
HO M B3pocible [IposBiisii OCTOPOXHOCTH NPH COBEPLUEHUM OHJIAHH —IOKYIIOK.
310yMBINUIEHHUKH MOTYT HCIOJIB30BaTh (DEHKOBbIE CTpPaHWIIBI JUis OHJaiH-
nokynok. Ilpexxne 4vem coBepmaTe muarexxdu B WHTepHeTe, HX HYXHO
COIJIaCOBBIBATH CO B3POCIIBIMH.

6) He craButhb reomerkH noa ¢gporo

Ilo HMM 3JIOYMBILUICHHUKH MOTYT JIEIKO Y3HaTh, [J€ Thl IKHBEMIL
uny yuuinbes. He Hano pacckasbiBaTh 0 KaKJ0M CBOEM NEpeMellleHH| U OCOOEHHO
yKa3bIBaTh JJOMAIIHUHI a/Ipec UK HOMEP CBOEH IIKOJIbI B COLICETSIX.

7) He BepuThb B OblCTPBIH H JErKui 3apaboToK

Crpeminenue HaiTu 1ojapaboTKy M caMoMy 3apaboTaTh JEHBI'M Ha HOBBIH
TenedoH — 3To noxsanbHO. Ho getu B mouckax 3apaboTka MOTYT OBITh OYEHB
HauBHBI. [lopsnounsiit padoTonarens He OyIeT NPOCUTH [IEPEBECTU JEHBIH Mepe]
odopmneHueM Ha padoty. 1 emé — 4To Henb3s BEpUTh NPeIOKEHHAM 3apaboTaTh
Cpa3zy MHOI'O JIeHer, PaKTUYeCKH H14Yero He jenas. Ecte 6obiias onacHoCTb, 4TO
TeOsT MOTYT HMCIOJIb30BaTh «BClenyio». B mocnenHee Bpems 3710YMBILLIEHHUKH
JIeNnalT npenoxeHus o 3apaborke B conuanbHbIX ceTaxX «BKonrtakTey,
«OQHOKIIaCCHUKMY, a TakyKe MecceHpkepax « Telegramy, « WhatsApp» u ap. Takoii
«JIerKui» 3apaboTOK MOMKET «BCKPYXKHUTb» rosioBy. Tak, TeOss MOryT MOIpPOCUTH
3a0paTh KPYMHYIO CyMMY JIEHETr M MEepevYHCIIUTh Ha ONpeJleJIeHHbId CUET, a YacTh
CYMMBI IIPE/JIOKAT OCTaBUTh cede B KauecTBe Bo3HarpaxaeHus. Ha nepseiii B3z
MOJKeT IMOKa3aThCsl, YTO 3TO OUeHb BBIroHOe npemioxenue! Ho BMecTo 3apabotka
T TIOJIyYHIIb KPYIHbIE HENPUATHOCTH, TaK KaK MOXeEIIb CTaTh COYYacCTHHKOM
MPeCTyIUIeHHs!, HapuMep MOIIEHHUYECTBa.

8) He noBepsaTh cO00IIEHHSIM 0 KPYIIHOM BbIHIpPbIILE

HeoxupanHoe coobiieHne 0 KpyImHOM BBIMTPEIIIE, KOTOPBIH SIKOOBI MOJKHO
MOJYYHTh IIOCJEC OIUIaThl KOMHCCHH, TOK€ JOJ/DKHO BBI3BIBATH I0J03PCHHE.
Hepeako MOIIEHHHKH pacChUIAlOT MHCbMa M COOOIIEHHS, B KOTOPHIX OOEMaroT
HEXXJIAHHBIH BBIMTPBILI WM OT UMEHH MOIMYJISIPHBIX OJIOrepoB 3alyCcKaloT peKiamy
«OecTpourpeIIHBIX JoTepei». Ho 3aremM 3a [0CTaBKy «mpu3a» WIH KaKHe-TO
Apyryue JOIOJIHUTENbHBIE YCIYTH TIPOCAT ONIATHTh HEOOJBIIYyI0 KOMMCCHIO.
s 3TOro Hajgo MNPONTU IO CCHUIKE M BBECTH JIaHHbIE OaHKOBCKOM KapThl.
Ho Ha camoM pene cchinka BeleT Ha (PUIUMHIOBBIA CalT, U BMECTO IPHU30B
JOBEPYHBBIH I0JIB30BATENb IIOTY4aeT YOBITKH.

9) He BepuTh B KpynHoe o0oramenue

MoliueHHHKH MOryT yOenuTs Te0si BIOXKUTh AEHBIUM B «CBEPXIPHOBLIBHBIH
npoekT» (croinep — B ¢uHaHCOBYIO nupaMmuay). Jlo BBIILUIAT BKIaTYUKaM OEN0
o0praHO He noxoauT. CoOpaB JAeHBrH Kak MOXXHO OOJNBILIEro 4YWcia JojeH,
OpraHM3aTopbl Hcue3aroT. [Topoi 0OMaHIIMKH NpeanaraloT «ObICTpo 3apaboTaThy,
IPOCTO 3aPErHCTPUPOBABIIMCH HA COMHHTENILHOM caiite. Hasio TONBKO BBINOIHATE
3alaHUs MUK AenaTh OyKMeKepckue cTaBkU. Jliis BeIBona «3apaboTKa» OHH MPOCST
OIJIaTHUTh KOMHUCCHIO. B HMTOre NeHbrH BMECTE C JaHHBIMH KapThl OKa3bIBAIOTCS
B pyKax MaxHMHaTOPOB.



10) He BepuThb Bcemy, 4TO NUIIYT B COOOIIEHHAX

Kaxnpiii u3 Hac xors Obl pa3 momydan cOOOLIEHHE NPHMEPHO TaKOTo
comepxkanus: «llonmonuan cuér U ommbcss HOMEPOM, BEpHHTE, IOXKATYHCTa,
nenbruy. Ilomuu, yro Tak nefcTByroT MomeHHUKH! [TonaBumics Ha MX yI0UYKY, ThI
NOJapHIIb CBOH JIEHBI'H Yy>KOMY 4esioBeKy. OOparuch 3a COBETOM K B3POCIIBIM.

11) He posepsiiiTe cooOmenusiMm 00 OKa3aHHH MOMOIIH OT HMEHH CBOHX
Apy3eH HJIH 3HAKOMBIX!

KubepnpecTynHUKHU B3NaMBIBAIOT aKKAYHTHI B COIICETSX, 4 3aTEM OT 4y¥kKOTo
MMEHH PpacChlIalOT COOOIICHHMS 1O CHUCKY JApys3ed. HauunaioT pas3roBop
c 6ananbpHOrO «Kak nena?» u npakTHYECKH cpa3y MepexonsT K skajnobaM Ha KU3Hb
U ripocsiT B oar. Miu co ciioBamu «JloBu (hoTKH © iHS pOXKAeHHUs!» BMECTO CCHUIKH
Ha (ortorpaduu NpPUCHUIAIOT BpeJOHOCHBIH BHpyc. OH Kpajer ¢ ramxera
NepcoHaNbHbIE JaHHbIE, JOTHHBI U MAPOJIM OT JIMYHBIX KaOMHETOB, B TOM YHCIE
oT 6aHKOBCKHX. MoryT OBITE H 60JIee CIOXKHBIE MaXHHALIHH.

OcnoBHOe npaBH/10 6€30NACHOCTH, KOTOPOE Thl 10JI2KeH 3HATH: B JII000i
HeMOHSITHOH CHTYAallHH HY’KHO IOCOBETOBATBHCH €O B3POCJbIM, KOTOPOMY
JaoBepsielb!

M eme HeCK0JbKO COBETOB 10 0€30MNaCHOCTH B CETH HHTEPHET:

3amuTH aKKAaYHTHI ABaX»Abl. Heo0X01UMO yCTaHOBUTE CIIOKHBIA apoIlb,
MEHSTh €ro KaxkJple 3 Mecsla M JONOJHHTENBHO MOAKIIOYUTE IBYX(aKTOPHYIO
ayTeHTH(UKaIMIO Be3le, rje 3To Bo3MokHO (noura, VK, Telegram...). Crapaiics
He HCII0JIb30BaTh OJIHHAKOBBIE MAPOJIM [UIsl HECKOJIBKUX CEPBHUCOB.

3amuTn cBoM ycrpoiicrBa. ObHosisd nporpammsel Ui 11K 1 MoOuiIbHbBIE
IPUIIOXKEHHS, a TAKOKe BePCHIO OIlepallMOHHOM ciucTeMsbl. [leproauyecks oOHOBIIsII
BEPCHIO MIPOIIMBKH poyTepa. Pa3zpaboTuuku caMu yBeIOMAT O HOBOM OOHOBJIEHHH,
clelyid pekoMeHauusaM cBoeBpeMeHHo. O0sa3aTenbHO OJI0KHPYH YCTpPOHCTBA, HE
NOJK/IIoYait X K Hen3BecTHBIM Wi-Fi ceTsim.

3amuTH AaHHbie. [Ipy BBOJE JaHHBIX Ha CaiiTe WM B IIPHIIOXKEHUH 00OpaTH
BHUMaHHE Ha aJIpec CTpaHULbI caiTa. MOIIEHHUKH IH00AT CO3/1aBaTh PUIIOKEHHS
U CalTBbl, IOX0XHE Ha OPUTHMHAJ, C LEJIBI0 XHUIIECHHUS JOIHHOB/Iapoe U JaHHBIX
0aHKOBCKOM KapThI.

Knukaii BHUMaTebHO. B ciyyae nonydenus ccbuik, He criemu! [Iposeps
OTIIPABHTEJISA, TEKCT U CaMy CCBUIKY. X MOIIEHHUKH OOBIYHO pPacChUIAlOT B I10UTE,
MecceHpkepax 1 SMS s 3apa)keHus YCTPOUCTB WM XUILEHUS JaHHBIX.

KonTpoaupyii nyosimunyo uadgopmanuio o cebe. B colManbHbIX CETAX BCE
K€ CTOUT OrpaHHYMBaTh HEKOTOpylo uHpopMmaluio o cebe: aapec, AaHHbIE KapT U
nacrmopra, HWH(OpMalMiO O NOKynkax M mnoe3akax. MHorpa mnpecTynmHMKH
MCTIONIB3YIOT OTKPBITYI0O HH(pOpManuio, 4ToObl mnozobpaThk cnocold arakd Ha
T0JIb30BATES.

He 3a0siBaii, uro MHTepHer noMHuUT Bee!




